COURSE SYLLABUS

1. Information about the study program

1.1 University

Babes-Bolyai University

1.2 Faculty

Faculty of History and Philosophy

1.3 Department

International Studies and Contemporary History

1.4 Field of study

Security Studies

1.5 Study cycle (BA/MA)

BA

1.6 Study program/Qualification

Security Studies

2. Information about the subject

2.1 Course title Classified Data

2.2 Course tutor

2.3 Seminar tutor

2.4 Year of 2 2.5 Semester
study

5 | 2.6 Type of E | 2.7 Course | Contents
assessment status

Mandatory | DS

3. Total estimated time (teaching hours per semester)

3.1 Number of hours per week 3 of which: 3.2 2 3.3 seminar/laboratory 1
course

3.4 Total number of hours in the 42 of which: 3.5 28 | 3.6 seminar/laboratory 14

curriculum course

Time distribution Hours

Study based on textbook/course manual/recommended reading/personal notes 23

Additional research in the library, by accessing scientific databases,or during field work 25

Preparation for seminars/laboratory classes, essays, portfolios and reports 15

Tutoring

Assessment (examinations) 20

Other actiVities ......cocooevvvererienenennns

3.7 Total hours for individual 83

study

3.8 Total hours per semester 125

3.9 Number of credits 5

4. Prerequisites (if necessary)

4.1 Curriculum Not the case

4.2 Skills Not the case

5. Conditions (if necessary)

5.1. For delivering .
lectures

5.2. For teaching .
seminars/laboratory

classes




6. Acquired specific competences

Professional Defining concepts

competences

Transversal Projects and ability to identify how information is being classified
competences

7. Course objectives (derived from the specific competences acquired)

7.1 General objective of course e Hot to protect information

7.2 Specific objectives
e Able to develop strategies and visions on necessary measures

8. Contents

8.1 Lectures Teaching methods Remarks
The role of information in studies of security Presentation/debate
Information and societal dynamics Presentation/debate
Security and security environment - by from concept to reality | Presentation/debate
Notions of risk management Presentation/debate
Classified information - component security critique Presentation/debate
Classified information. Concepts. Categories Presentation/debate
Information protection systems classifier Presentation/debate
Security of computer systems and classified communications Presentation/debate
Document management classifier Presentation/debate
Incident management security Presentation/debate
Euro-Atlantic regulatory and institutional framework Presentation/debate
Legislative and institutional framework Presentation/debate
Security culture Presentation/debate
ORNISS Presentation/debate
Bibliography

1. **¥**" NATO Manual", NATO Office Information and Press, Brussels, 2006

2. BECK Urlich - "The Risk Society, Towards a New Modernity", Sage Publications, 1992

3. BELL Daniel - "The coming of the post-industrial society. A venture in Social Forecasting", Basic
Books, Inc., Publishers, New York, 1973

4. BIMFORT Martin - ,,A Definition of Intelligence” Studies in Intelligence, Washington, 1958

5. BUZAN Barry - "Popoarele, statele si teama. O agenda pentru studii de securitate internationala in
epoca de dupa razboiul rece", Ed. Cartier, Bucuresti 2000

6. CARI Leo - The International Dictionary of Intelligence, Washington, 1990

7. CARNOY Martin - "Undoing inequality. The political economy of race in America", New York,
Cambridge University Press, 1994

8. COHEN Stephen, Zysman John - "Manufacturing matters. The myth of the Postindustrial economy",
New York, Basic Books, 1987

10. DANIELS Peter - "Service industries in the world economy", Oxford Balckwell, 1993

11. DUMITRIU Alexandru, Nedelcu Corvin, Petre Valentin - "Sistemul de securitate al Uniunii




Europene", Ed. Morosan, Bucuresti, 2008

12. FAY John - "Contemporary Security Management", 2nd Edition, Elsevier 2006

13. GIDDENS Anthony - "The Consequences of Modernity", Stanford University Press, 1991

14. GIDDENS Anthony - "Sociologie", editia a V-a, Ed. ALL, Bucuresti 2010

15. ILIE Gheorghe - "De la management la guvernare prin risc", Ed. UTI Press, Bucuresti 2009

16. ILIE Gheorghe - "Riscul - masura incertitudinii - elemente conceptuale, corelatii si determinari", Ed.

UTI Press, Bucuresti 2011

17. KALDOR Mary - "Securitatea umana", Ed. CA Publishing, Cluj Napoca, 2010
18. KENDRICK John - "Productivity trends in the United States", Princeton, New Jersey, Princeton

University Press, 1961

8.2 Seminars Teaching methods Remarks
General protection considerations classified information | debate/analysis
Definitions and terms. debate/analysis
Managing classified information debate/analysis
General rules on evidence, preparation, storage, processing debate/analysis
Protection of classified information which are the subject of debate/analysis
contractual activities

Security incidents regarding classified information and debate/analysis
methods of their prevention

Exercising control over protection measures classified debate/analysis
information

Leak prevention program classified information debate/analysis
Verification, approval and certification of industrial objectives | debate/analysis
Contraventions and sanctions to the norms on the protection of | debate/analysis
classified information

Information protection rules Classifieds NATO - industrial debate/analysis
security

Legislation governing protection of classified information debate/analysis
Legislation governing protection of classified information debate/analysis
Office of Supervision State Secrets of the Romanian Service Debate/analysis
of information

Bibliography

* LEGEA nr. 182 din 12 aprilie 2002 privind protectia informatiilor clasificate

+ ORDONANTA DE URGENTA nr. 16 din 9 martie 2005 pentru modificarea lit. h) a art. 17 din
Legea

nr. 182 / 2002 privind protectia informatiilor clasificate si pentru modificarea si completarea
Legii nr. 333

/2002 privind paza obiectivelor, bunurilor, valorilor si protectia persoanelor

* LEGEA nr. 268 din 1 octombrie 2007 pentru completarea art. 7 din Legea nr. 182/2002 privind
protectia informatiilor clasificate

« HOTARAREA GUVERNULUI nr. 353 din 15 aprilie 2002 pentru aprobarea Normelor privind
protectia informatiilor clasificate ale Organizatiei Tratatului Atlanticului de Nord in Romania.

« HOTARAREA GUVERNULUI nr. 590 din 21 aprilie 2004 pentru modificarea anexei la
Normele

privind protectia informatiilor clasificate ale Organizatiei Tratatului Atlanticului de Nord in
Romania,

aprobate prin Hotararea Guvernului nr. 353/2002

« HOTARAREA GUVERNULUI nr. 585 din 13 iunie 2002 pentru aprobarea Standardelor
nationale de protectie a informatiilor clasificate in Romania.




9. Validating course contents based on the expectations of epistemic communities, professional associations and
of potential employers related to the field of study.

e The discipline was developed in accordance with the works in the field, published in the country and abroad,

e Some of the topics in the course include relevant issues that are the subject of concern of relevant institutions
or international scientific conferences, including debates in international journals.

10. Assessment (examination)

Type of activity | 10.1 Assessment criteria 10.2 Assessment methods 10.3 Weight in
the final grade

10.4 Lecture e FExam Writing paper 60%

10.5 Seminar e presentation Projects 40%

10.6 Basic performance standard

e 5
Date Course tutor’s signature Seminar tutor’s signature
Date of department endorsement Head of department’s signature
Date of Dean’s endorsement Signature of the vice-Dean in Faculty stamp
charge




